KiloLink Server Pro API
KiloLink Server Pro Client API
[bookmark: _GoBack]Get Device Configuration
● ​Endpoint:
/kilolink/kilolink/Get.json
● ​Parameters:
	KEY
	Required
	Type
	Description
	Value

	(No parameters required for this endpoint)
	
	
	
	


● ​Response:
	KEY
	Type
	Description
	Value

	result
	string
	Request success status
	

	cfg
	object
	Configuration dictionary
	"cfg": { "enable": true, // Enabled status "ip": "192.168.0.241", // Server IP "port": 46666, // Server port "key": "admin", // Authorization key "crypto": false, // Encryption enabled "ifname": ["eth0"] // Selected network interfaces }

	status
	number
	Connection status
	1: Offline, 2: Online, 3: Connecting



Set Device Configuration
● ​Endpoint:
/kilolink/kilolink/Set.json
● ​Parameters:
	KEY
	Required
	Type
	Description
	Value

	cfg
	true
	object
	Configuration dictionary
	"cfg": { "enable": true, // Enabled status "ip": "192.168.0.241", // Server IP "port": 46666, // Server port "key": "admin", // Authorization key "crypto": false, // Encryption enabled "ifname": ["eth0"] // Selected network interfaces }


● ​Response:
	KEY
	Type
	Description
	Value

	result
	string
	Request success status
	



Get Device Network Interface List
● ​Endpoint:
/kilolink/kilolink/NetworkInterface.json
● ​Parameters:
None
● ​Response:
	KEY
	Type
	Description
	Value

	result
	string
	Request success status
	

	list
	list
	Network interface list
	"list": [ "eth0", "wlan0", "wlan2", "wlan3" ]





KilolinkServer API
Login
● ​Endpoint:
POST /api/tools/login.json
● ​Parameters:
	KEY
	Required
	Type
	Description
	Value

	username
	true
	string
	Username
	admin

	password
	true
	string
	Password
	kiloview001


● ​Response:
	KEY
	Type
	Description
	Value

	token
	string
	User authentication token
	sdaf3!AS413@


​Note: All subsequent APIs require this token for authentication. Responses must include the username node.

Get Current User Navigation Bar Visibility
● ​Endpoint:
GET /api/tools/getSelfMenu.json
● ​Response:
{
  "deviceControl": true,
  "userControl": false,
  "uploadControl": false,
  "sendControl": true
}

Get Navigation Bar Visibility Permissions
● ​Endpoint:
GET /api/tools/getRdControl.json
● ​Response:
{
  "groupName1": {
    "deviceControl": true,
    "userControl": false,
    "uploadControl": false,
    "sendControl": true
  },
  "groupName2": {
    "deviceControl": true,
    "userControl": false,
    "uploadControl": false,
    "sendControl": true
  }}

Set Navigation Bar Visibility Permissions
● ​Endpoint:
POST /api/tools/setRdControl.json
● ​Parameters:
	KEY
	Required
	Type
	Description
	Value

	deviceControl
	true
	boolean
	Device management permission
	true

	userControl
	true
	boolean
	User management permission
	true

	uploadControl
	true
	boolean
	Firmware upload permission
	true

	sendControl
	true
	boolean
	Firmware distribution permission
	true

	dn
	true
	string
	Target user group DN
	cn=kiloview,ou=KVGroups,cn=admin,dc=kiloview,dc=com


● ​Response:
"result": "ok" (Full update)

Get Tree Structure of Node List
● ​Endpoint:
POST /api/tools/searchFix.json
● ​Parameters:
	KEY
	Required
	Type
	Description
	Value

	dn
	false
	string
	Target node DN (default: root)
	cn=admin,dc=kiloview,dc=com


● ​Response:
Complex tree structure (see Appendix 1).

Add Node (Users/Devices/Groups)
● ​Endpoint:
POST /api/tools/add.json
● ​Parameters:
	KEY
	Required
	Type
	Description
	Value

	dn
	true
	string
	Parent node DN
	cn=admin,dc=kiloview,dc=com

	cfg
	true
	object
	Node attributes (see Appendix 2)
	

	type
	true
	string
	Node type: user, device, group, organization
	


● ​Response:
	KEY
	Type
	Description

	result
	string
	"ok" or "error"

	msg
	string
	Error message



Delete Node (Users/Devices/Groups)
● ​Endpoint:
POST /api/tools/delete.json
● ​Parameters:
	KEY
	Required
	Type
	Description
	Value

	dn
	true
	string
	Target node DN
	cn=device1,ou=KVDevices,cn=admin,dc=kiloview,dc=com


● ​Response:
Same as Add Node.

Modify Node (Users/Devices/Groups)
● ​Endpoint:
POST /api/tools/modify.json
● ​Parameters:
	KEY
	Required
	Type
	Description
	Value

	dn
	true
	string
	Target node DN
	cn=device1,ou=KVDevices,cn=admin,dc=kiloview,dc=com

	cfg
	true
	object
	New attributes (all properties must be included)
	

	type
	true
	string
	Node type: user, device, group, organization
	


● ​Response:
Same as Add Node.

Rename/Move Node (Devices Only)
● ​Endpoint:
POST /api/tools/rename.json
● ​Parameters:
	KEY
	Required
	Type
	Description
	Value

	dn
	true
	string
	Target node DN
	cn=device1,ou=KVDevices,cn=admin,dc=kiloview,dc=com

	parent
	false
	string
	New parent DN (for move operations)
	

	new
	false
	string
	New name (for rename operations)
	


● ​Response:
Same as Add Node.

Batch Move Device Nodes
● ​Endpoint:
POST /api/tools/move.json
● ​Parameters:
	KEY
	Required
	Type
	Description
	Value

	dns
	true
	list
	Array of device DNs
	["cn=device1,ou=KVDevices,cn=admin,dc=kiloview,dc=com"]

	parent
	true
	string
	New parent DN
	


● ​Response:
Same as Add Node.

Set Device Access Control
● ​Endpoint:
POST /api/tools/aciSet.json
● ​Parameters:
	KEY
	Required
	Type
	Description
	Value

	dn
	true
	string
	Target node DN
	cn=device1,ou=KVDevices,cn=admin,dc=kiloview,dc=com

	OpenLDAPaci
	true
	list
	Access Control List (see Appendix 3)
	


● ​Response:
Same as Add Node.

Upload Firmware
● ​Endpoint:
POST /api/tools/uploadFirmware.json
● ​Parameters:
desc (URL parameter): Firmware description (e.g., "E1 Firmware")
● ​Response:
Same as Add Node.

Get Firmware List
● ​Endpoint:
POST /api/tools/getFirmwareList.json
● ​Parameters:
	KEY
	Required
	Type
	Description
	Value

	search
	false
	string
	Search filter
	

	page
	false
	number
	Page number
	

	limit
	false
	number
	Items per page
	


● ​Response:
	KEY
	Type
	Description

	result
	string
	"ok" or "error"

	msg
	string
	Error message

	data
	list
	Firmware list (structure below)


json
复制
[
  {
    "type": "E1",
    "children": [
      {
        "version": "4.7.2515",
        "desc": "E1 Firmware",
        "uploadTime": 1649303521
      },
      ...
    ]
  },
  ...]

Get Firmware Types
● ​Endpoint:
POST /api/tools/getFirmwareTypes.json
● ​Parameters:
None
● ​Response:
	KEY
	Type
	Description

	result
	string
	"ok" or "error"

	msg
	string
	Error message

	data
	list
	Firmware types (e.g., ["E1","E2"])



Modify Firmware Description
● ​Endpoint:
POST /api/tools/modifyFirmware.json
● ​Parameters:
	KEY
	Required
	Type
	Description
	Value

	desc
	true
	string
	New description
	"E1 Firmware"

	type
	true
	string
	Firmware type
	"E1"

	version
	true
	string
	Firmware version
	"4.7.2515"


● ​Response:
Same as Add Node.

Get Device List Under Node
● ​Endpoint:
POST /api/tools/getDeviceList.json
● ​Parameters:
	KEY
	Required
	Type
	Description
	Value

	dn
	false
	string
	Target node DN
	

	device_type
	false
	string
	Device type filter
	

	device_mode
	false
	string
	Device mode filter
	


● ​Response:
	KEY
	Type
	Description

	result
	string
	"ok" or "error"

	data.total
	number
	Total devices in directory

	data.online
	number
	Online devices in directory

	data.offline
	number
	Offline devices in directory

	data.list
	list
	Device list (complex structure)



Change Own Password
● ​Endpoint:
POST /api/tools/changeSelfPassword.json
● ​Parameters:
	KEY
	Required
	Type
	Description
	Value

	new
	true
	string
	New password
	


● ​Response:
Same as Add Node.

Change Own Nickname
● ​Endpoint:
POST /api/tools/changeSelfInfo.json
● ​Parameters:
	KEY
	Required
	Type
	Description
	Value

	cfg
	true
	object
	Nickname object
	{ "cn": "new_nickname" }


● ​Response:
Same as Add Node.

Batch Delete (Users/Devices/Groups)
● ​Endpoint:
POST /api/tools/deleteMany.json
● ​Parameters:
	KEY
	Required
	Type
	Description
	Value

	list
	true
	list
	Array of DNs to delete
	["dn1", "dn2"]


● ​Response:
Same as Add Node.

Batch Reboot Devices
● ​Endpoint:
POST /api/tools/rebootDevices.json
● ​Parameters:
	KEY
	Required
	Type
	Description
	Value

	list
	true
	list
	Array of device DNs
	["dn1", "dn2"]


● ​Response:
Same as Add Node.

Batch Reset Devices
● ​Endpoint:
POST /api/tools/resetDevices.json
● ​Parameters:
Same as Batch Reboot Devices.
● ​Response:
Same as Add Node.

Batch Upgrade Devices
● ​Endpoint:
POST /api/tools/upgradeDevices.json
● ​Parameters:
	KEY
	Required
	Type
	Description
	Value

	list
	true
	list
	Array of device DNs
	["dn1", "dn2"]

	type
	true
	string
	Target firmware type
	

	version
	true
	string
	Target firmware version
	


● ​Response:
Same as Add Node.

Cancel Upgrade (Batch)
● ​Endpoint:
POST /api/tools/closeUpgrade.json
● ​Parameters:
	KEY
	Required
	Type
	Description
	Value

	list
	true
	list
	Array of device DNs
	["dn1", "dn2"]


● ​Response:
Same as Add Node.

Device Stream Control
● ​Endpoint:
POST /api/tools/controlDeviceStream.json
● ​Parameters:
	KEY
	Required
	Type
	Description
	Value

	dn
	true
	string
	Device DN
	

	key
	false
	string
	Stream key (required for single stream)
	

	stream
	false
	string
	Stream ID (required for single stream)
	

	enabled
	true
	boolean
	Start/Stop
	true

	all
	false
	boolean
	Apply to all streams
	


● ​Response:
Same as Add Node.

Get Device Modes
● ​Endpoint:
POST /api/tools/getDeviceModes.json
● ​Parameters:
None
● ​Response:
json
复制
{
  "result": "ok",
  "data": ["encoder", "decoder", "IO"]}

Get Device Types
● ​Endpoint:
POST /api/tools/getDeviceTypes.json
● ​Parameters:
None
● ​Response:
json
复制
{
  "result": "ok",
  "data": ["all", "N40", "N4", "unknown"]}

Generate Random Key
● ​Endpoint:
POST /api/tools/createRandomKey.json
● ​Parameters:
	KEY
	Required
	Type
	Description
	Value

	serialNumber
	false
	string
	Device serial number
	


● ​Response:
json
复制
{
  "result": "ok",
  "data": "8918e4fdfd7d7d079ef502782cc5f572"}

Appendix 1: Tree Structure Example
{
    "result": "ok",
    "data": {
        "ou=KVGroups": {
            "ou": "KVGroups",
            "objectClass": [
                "organizationalUnit"
            ],
            "parentDN": "cn=admin,dc=kiloview,dc=com",
            "type": "organization",
            "dn": "ou=KVGroups,cn=admin,dc=kiloview,dc=com",
            "children": [
                {
                    "description": "描述信息",
                    "uniqueMember": [
                        "uid=ocl,ou=KVUsers,cn=admin,dc=kiloview,dc=com",
                        "cn=admin,dc=kiloview,dc=com"
                    ],
                    "cn": "g1",
                    "children": {},
                    "parentDN": "ou=KVGroups,cn=admin,dc=kiloview,dc=com",
                    "objectClass": [
                        "groupOfUniqueNames",
                        "top"
                    ],
                    "o": "1649389337",
                    "type": "group",
                    "dn": "cn=g1,ou=KVGroups,cn=admin,dc=kiloview,dc=com",
                    "userControl": true
                }
            ]
        },
        "ou=KVUsers": {
            "ou": "KVUsers",
            "objectClass": [
                "organizationalUnit"
            ],
            "parentDN": "cn=admin,dc=kiloview,dc=com",
            "type": "organization",
            "dn": "ou=KVUsers,cn=admin,dc=kiloview,dc=com",
            "children": [
                {
                    "uidNumber": "46886",
                    "gidNumber": "0",
                    "homeDirectory": "/home/ocl",
                    "sn": "o",
                    "givenName": "ocl",
                    "cn": "ocl",
                    "children": {},
                    "initials": "o",
                    "parentDN": "ou=KVUsers,cn=admin,dc=kiloview,dc=com",
                    "objectClass": [
                        "posixAccount",
                        "inetOrgPerson"
                    ],
                    "uid": "ocl",
                    "type": "user",
                    "dn": "uid=ocl,ou=KVUsers,cn=admin,dc=kiloview,dc=com",
                    "userPassword": "{SHA}ARyUXzDOLLr8RS85hA8CVpMznEI="
                }
            ]
        },
        "ou=KVDevices": {
            "ou": "KVDevices",
            "objectClass": [
                "organizationalUnit"
            ],
            "parentDN": "cn=admin,dc=kiloview,dc=com",
            "type": "organization",
            "dn": "ou=KVDevices,cn=admin,dc=kiloview,dc=com",
            "children": [
                {
                    "description": "123123",
                    "ipHostNumber": "192.168.0.1",
                    "cn": "111",
                    "children": {},
                    "parentDN": "ou=KVDevices,cn=admin,dc=kiloview,dc=com",
                    "objectClass": [
                        "device",
                        "ipHost"
                    ],
                    "type": "device",
                    "dn": "cn=111,ou=KVDevices,cn=admin,dc=kiloview,dc=com",
                    "serialNumber": "2021121616",
                    
                }
            ]
        }
Appendix 2: Node Attributes
​Device Parameters:
	Field
	Required
	Type
	Description

	cn
	true
	string
	Device name (modify via rename only)

	ipHostNumber
	true
	string
	Device IP (LDAP requirement, default: 192.168.0.1)

	serialNumber
	true
	string
	Serial number

	description
	true
	string
	Authorization key

	o
	false
	string
	Remarks


​User Group Parameters:
	Field
	Required
	Type
	Description

	cn
	true
	string
	Group name (modify via rename only)

	uniqueMember
	true
	list/string
	User DNs in this group


​Organization Parameters:
	Field
	Required
	Type
	Description

	ou
	true
	string
	Folder name (modify via rename only)


​User Parameters:
	Field
	Required
	Type
	Description

	uid
	true
	string
	User ID (login ID, modify via rename only)

	cn
	true
	string
	User name (not displayed)

	sn
	true
	string
	User name 2 (not displayed)

	uidNumber
	true
	string
	UID (not displayed)

	gidNumber
	true
	string
	GID (not displayed)

	homeDirectory
	true
	string
	Home directory (e.g., /home/${uid})

	userPassword
	true
	string
	Password


Appendix 3: ACI Attribute Example
{
    "result": "ok",
    "data": {
        "ou=KVDevices": {
            "children": [
                {
                    "children": {},
                    "objectClass": [
                        "device",
                        "ipHost"
                    ],
                    "description": "123123",
                    "cn": "111",
                    "ipHostNumber": "192.168.0.1",
                    "type": "device",
                    "serialNumber": "2021121616",
                    "dn": "cn=111,ou=KVDevices,cn=admin,dc=kiloview,dc=com"
                }
            ],
            "ou": "KVDevices",
            "objectClass": [
                "organizationalUnit"
            ],

Appendix 4: Error Codes
{
    "999": "Request failed",
    "1001": "Invalid username or password",
    "1002": "Incorrect username or password",
    "1003": "System error",
    "1004": "Login failed",
    "1005": "Abnormal login session, please reauthenticate",
    "1006": "Add operation failed",
    "1007": "Invalid node type",
    "1008": "Invalid request parameters",
    "1009": "Invalid login credentials",
    "1010": "Server connection failed",
    "1011": "Server connection interrupted",
    "1012": "Search terminated",
    "1013": "Invalid option",
    "1014": "Invalid value type",
    "1015": "Too many values",
    "1016": "Too many attributes",
    "1017": "Result expired",
    "1018": "Result error",
    "1019": "Operation no longer exists",
    "1020": "Search result chain error",
    "1021": "Invalid search scope",
    "1022": "Invalid value",
    "1023": "Missing search specification",
    "1024": "Insufficient read permissions",
    "1025": "LDAP version set failed",
    "1026": "String tokenization failed",
    "1027": "Server connection failure",
    "1028": "Operation error",
    "1029": "Protocol error",
    "1030": "Timeout exceeded",
    "1031": "Size limit exceeded",
    "1032": "Compare operation failed",
    "1033": "Compare operation succeeded",
    "1034": "Authentication method not supported",
    "1035": "Stronger authentication required",
    "1036": "Referral",
    "1037": "Administrative limit exceeded",
    "1038": "Critical extension unavailable",
    "1039": "Confidentiality required",
    "1040": "SASL bind in progress",
    "1041": "No such attribute",
    "1042": "Undefined attribute type",
    "1043": "Inappropriate matching",
    "1044": "Constraint violation",
    "1045": "Type or value exists",
    "1046": "Invalid syntax",
    "1047": "No such object",
    "1048": "Alias problem",
    "1049": "Invalid DN syntax",
    "1050": "Alias dereferencing problem",
    "1051": "Inappropriate authentication",
    "1052": "Invalid credentials",
    "1053": "Insufficient access rights",
    "1054": "Server busy",
    "1055": "Server unavailable",
    "1056": "Server unwilling to perform",
    "1057": "Loop detected",
    "1058": "Naming violation",
    "1059": "Object class violation",
    "1060": "Operation not allowed on non-leaf",
    "1061": "Operation not allowed on RDN",
    "1062": "Entry already exists",
    "1063": "Object class modification prohibited",
    "1064": "Operation affects multiple DSAs",
    "1065": "Virtual list view error",
    "1066": "Other implementation-specific error",
    "1067": "Partial results and referral received",
    "1068": "Entry is a leaf",
    "1069": "Result too large",
    "1070": "Operation canceled",
    "1071": "No operation to cancel",
    "1072": "Too late to cancel",
    "1073": "Cannot cancel",
    "1074": "Assertion failed",
    "1075": "Assertion failed (X)",
    "1076": "Proxy authorization denied",
    "1077": "Proxy authorization failure (X)",
    "1078": "Content sync refresh required",
    "1079": "Content sync refresh required (X)",
    "1080": "No operation (X)",
    "1081": "LCUP resources exhausted",
    "1082": "LCUP security violation",
    "1083": "LCUP invalid data",
    "1084": "LCUP unsupported scheme",
    "1085": "LCUP reload required",
    "1086": "TXN specified successfully",
    "1087": "Invalid TXN ID",
    "1088": "LDAP server unreachable",
    "1089": "Local error",
    "1090": "Encoding error",
    "1091": "Decoding error",
    "1092": "Timeout",
    "1093": "Unknown authentication method",
    "1094": "Bad search filter",
    "1095": "User canceled operation",
    "1096": "Invalid parameter for LDAP routine",
    "1097": "Out of memory",
    "1098": "Connect error",
    "1099": "Not supported",
    "1100": "Control not found",
    "1101": "No results returned",
    "1102": "More results to return",
    "1103": "Client loop",
    "1104": "Referral limit exceeded",
    "1105": "Connection error (X)",
    "1106": "Unknown API error",
    "1107": "Unknown (extended) error",
    "1108": "Unknown (proprietary) error",
    "1109": "Unknown error",
    "1110": "Invalid parameter type",
    "1111": "Invalid parameter type",
    "1112": "Invalid parameter type",
    "1113": "Invalid search scope",
    "1114": "Invalid parameter type",
    "1115": "Node move prohibited",
    "1116": "Node permission modification denied",
    "1117": "Failed to retrieve uploaded file",
    "1118": "Invalid filename",
    "1119": "Invalid file type",
    "1120": "Failed to create upload file",
    "1121": "Upload failed",
    "1122": "Failed to fetch uploaded file",
    "1123": "File upload failed",
    "1124": "Invalid firmware",
    "1125": "Corrupted firmware",
    "1126": "Firmware not found",
    "1127": "Invalid login credentials, please reauthenticate",
    "1128": "Modifi

